Cnctema AOMEHHbIX MMEH
DNS

LLiynnH Erop, 09-331



Y10 66110 40 DNS?

1o nsobpeteHuna DNS cooTBeTcTBME BUAA (ip-agpec - nma cepsepa)
XpaHMNocb B BUAe dana Ha KOMNblOTePE N0/1b30BaTeSA

e C:\Windows\System32\drivers\etc\hosts
 Linux/Unix/etc/hosts

npmmep (I)al‘/’”-la: 1@2.54.94.97 servenr
18.25.63.10 my-client



Y10 66110 40 DNS?

MwuHycbl pannosoro noaxoaa:

* bbicTpoe yBennyeHmne pasmep ganna
e ®ann 6bin TPYAHOU3MEHAEM

* BO3MOKHbl KOHOANKTbI UMEH

PeweHnem stux npobnem ctano ndobpereHmne DNS



Y10 Takoe DNS?

* DNS (Domain Name System) — cuctema AOMEHHbIX UMEH
* DNS no3sonsaet npeobpa3oBaTb MMeHa KOMMNbIOTEPOB B ip-aapeca

Npumep: P WAIT A MINUTE
nomeHHoe uma — spotify.com '
IPv4 - 35.186.224.24

WHO ARE YOU?
35.1860.224 .24  uwyrees




[Tpenmyuectsa DNS

* [lOHATHbIE Ye/I0BEKY UMeHa

* BO3MOXHOCTb MEHATb CEeTEBYHO MHDPACTPYKTYPY
* DNS — pacnpeaeneHHaa cmcrtema

e lenernpoBaHne o0b6a3aHHOCTEN

* HaaexXHocCTb
e KaxKayto 30HY 06cnyXMBaeT HECKO/IbKO CEPBEPOB




HenoctaTkm DNS (be3onacHoCTb)

* laHHble NepeaatoTcA B OTKPbLITOM BUAE
* Mo»HOo NPO4YUTATb U USMEHUTDL AdHHbIE

* OrpaHn4yeHune NpPoToKoNa
* Ataku Ha DNS, Hanpumep, oTpas/sieHne KoLa

CyLwecTBYIOT 3allMLLEHHbIE NPOTOKO/Ibl DNS

* Domain Name System Security Extensions (DNSSec)
* DNS over HTTPS (DoH)

 DNS over TLS (DoT)




[TpoToKoAN DNS

Request

e

<

Response

Client Server

* PaboTaeT Ha OCHOBE MOAENU K/IMEHT-CEpPBEP
* Ha TpaHcnopTHOM ypoBHe ncnoabdyetr TCP nnm UDP (npenmyuiectBeHHO)
* cnonb3yeTt 53 nopT



Pexkmumbl pabotbl DNS cepsepa

* UTepaTUBHbLIN
DNS-cepBep He ULLET OTBET CaM, a JaeT YKasaHue, Kyaa obpaTtutbca aanee.

e Ecnn 3HaeT oTBeT — BO3BpaLlaeT ip-aapec
* Ecnm He 3HaeT — BO3BpallaeT agpec bonee “3Hatoulero” cepsepa

* PeKypcuBHbIN

DNS-cepBep bepeTt Ha cebs Bcto paboTy NO NOUCKY M BO3BpPaALLLAET
KMEHTY rOTOBbIN Pe3y/ibTaT.

* Bo3BpalwlaeT HanAeHHbIN ip-aapec
* nn oTpuuatenbHbin oTBeT “He HanaeHo”



Pexkmumbl paboTbl DNS cepsepa

Root DNS server

Iterative Query

@—s
. /5\_
N oS

Local DNS server TLD DNS server
dns.nyu.edu

AN

Authoritative DNS server
dns.umass.edu

Requesting host
cse.nyu.edu

gaia.cs.umass.edu

Root DNS server

Recursive Query

Local DNS server TLD DNS server
dns.nyu.edu

8

Authoritative DNS server

Requesting host dns.umass.edu

cse.nyu.edu

gaia.cs.umass.edu



CTpyKTypa AOMEHHOIo MMEHW

W3..

[loMeH KopHeBOro
YPOBHS

[lomeH
BTOPOro YPOBHS BEPXHEro YPOBHS

IMsi KOMMblOTEPa [loMeH



JlepeBO AJOMEHHbIX MMeH

KopHeBou aomeH
Zk \
org || com net ru uk pd
|IIII|IIII I|
cisco google yandex AHAEKC
WWW maps taxi




PacnpeneneHmne 4OMeHHbIX MMEeH

PacnpeaeneHmem 4OMEHHbIX MMEH 3aHMMALOTCA PermMcTpaTopbl

* Pernctpatop KopHesoro gomeHa —Internet Corporation for Assigned
Names and Numbers (ICANN)

* Perncrtpatopbl 30H NepPBOro ypoBHA
 Heobxoamma akkpeautauma ICANN
 OAWH NN HECKO/IbKO PErncTpaTopoB AnA KaxKaowm 30HbI

* PernctpmpytoT AOMEHbl BTOPOro YPOBHS




[TonynapHble perncTpaTopbl JOMEHHbIX MMEH

L] per.py

/ @cenfer e

Google Domains




30HbI ru 1 poP

e 1o 2001 ropa eAMHCTBEHHbIN PErncTPaTop
— Poccnmcknin HUN pasButmna obiectBeHHbIX ceTen (ripn.su)

* [Mocne 2001 ropa HECKO/IbKO PErMCTPATOPOB, pacnpeaeneHHaa 6a3a
AaHHbIX

* YnpaBaeHWe perncTtpatopamm
— KoopaAnHaUNOHHbBIN UEHTP HAaLMOHANbHOIro AOMEHa ceTn NHTepHeT
(cctld.ru)



MHPpacTpyKkTypa DNS

Root DNS server

E ==bytebytego.
g{—ﬂz.szm.ﬁ—

Requesting host ' DNS resolver

TLD DNS server

Authoritative DNS
server

|12 L9 L
m (—moo'oﬁemqelm—m

Web server for
www.bytebytego.com
172.67.21.11



CepBep pa3peleHns MMEH (resolver)

* [lpegocTaBnaeTca npoBaMaepom/opraHusaumei

* KnneHT nony4vaet agpec cepsepa DNS Bmecte ¢ Apyrmmun HaCTPOMKaMK CeTH
no npotokony DHCP

* OTKpbITbIN CepBEP
* AHpekc: 77.88.8.8 n 77.88.8.7 (c 61OKMPOBKOM CanTOB AJ/151 B3POC/bIX)

A1
SAHpekc DNS
om Coogle Public DNS




RaWnMpoBaHMe

[

NS resolver
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I KopHeaon ;‘lOMeH |

|org]|co'm.]|net| (] [po]

| ascol | google | { yandex ‘

‘ www || maps || taxi ‘




Tunbl otBeToB DNS

 ABTOPUTETHbIU OTBET

* [Mony4yeH OT cepsBepa, 06CNYKMBAKOLLETO AAHHYHO AOMEHHYIO 30HY
* [MonyyeH n3 pannos Ha AUCKe cepBepa

* HeaBTOpPUTETHLIN OTBET
* [lonyyeH oT cepBepa, He 06CAYKMBAIOLLLETO AAaHHYIO AOMEHHYIO 30HY
* [lonyyeH U3 K3la, AaHHble MOMN YCTapeTb



Tunbl otBeToB DNS (Windows)

HeaBTOopuUTETHLIN OTBET .
ABTOPUTETHbLIN OTBET

= CAWINDOWS\system: X <+ v
\ \system CAWINDOWS\system: X + -

C:\Users\User>nslookup spotify.ca
sxETxE: SBT.lan

C:\Users\User>nslookup spotify.com ns—cloud-a3.googledomains.com
=xETxE: UnKnown

Address: 192.168.1.1 Address: 216.239.36.106

Ly - spotify.com
Addresses: 2600:1901:1:7ch::
35.186.224 .24

He sacnymwsBanouvwi posBepus oTBeT:

L : spotify.com

Addresses: 2600:1981:1:7c5::
35.186.224.24

* ABTOPUTETHbIN CEPBEP — CEPBEP 0OCNYKUBAIOLWMIA AOMEH



Tunbl otBeToB DNS (Linux)

ABTOPUTETHbLIN OTBET

eglay@eglayy:/mnt/c/Users/User$ nslookup spotify.com ns-cloud-a3.googledomains.com
Server: ns—cloud-a3.googledomains.com
Address: 216.239.36.106#53

Name:  spotify.com
Address: 35.186.224.24
Name: spotify.com
Address: 2600:1901:1:7c5::

HeaBTOpUTETHDLIN OTBET

glayy:/mnt/c/Users/User$ nslookup spotify.com
10.255.255.254
10.255.255.25U#53

Non-authoritative answer:
Name:  spotify.com
Address: 35.186.224.24
Name: spotify.com
Address: 2600:1901:1:7c5::




®opmaTt DNS nakeTa

*MakeTbl Nnepenatotca B bUHapHOM popmaTte

=S

=

S NoeHTudukaTtop dnaru

AN

<

X < KonuyecTtBo 3anpocos KonnyecTtBo oTBETOB

a4]

o

S KonnyecTBo KonnyecTtso

cg)'E | @BTOPWTETHbIX CEPBEPOB | AOMOSHUTEbHbIX OTBETOB

3anpocbl DNS

OTBeTbl DNS

ABTOPUTETHbLIE CEPBEPSI

[lononHutenebHasa nHopmauums




DNS 3anpoc

®opmaT DNS 3anpoca n DNS oTBeTa

DNS oTBeT

Nwmsa

Nms

Twun 3anucu

Tun 3anucu

Knacc 3anucu

Knacc 3anucu

Bpems XusHu

[1nuHa gaHHbIX

[1aHHbIE




[Tomep DNS 3anpoca (Wireshark

147 27.722241 192.168.1.231 192.168.1.1 DNS 71 Standard query 8x0884 A spotify.com

Frame 147: Packet, 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface \Device\NPF_{100AB252-4142-43C1-9819-04469B22FCF8
Ethernet II, Src: Intel 83:2a:c3 (c4:dA:e3:83:2a:c3), Dst: Sercomm 5a:080:5c (74:9d:79:5a:00:5c)
Internet Protocol Version 4, Src: 192.168.1.231, Dst: 192.168.1.1
User Datagram Protocol, Src Port: 51801, Dst Port: 53
Domain Name System (query)
Transaction ID: @x@ee4
* Flags: 8x8180 Standard query
B. .. oo i . Response: Message is a query
.880 @... .... .... = Opcode: Standard query (@)
B Truncated: Message is not truncated
s Recursion desired: Do query recursively
.. ... Z: reserved (0)
Y - B Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
* Queries
~ spotify.com: type A, class IN
Name: spotify.com
[Mame Length: 11]
[Label Count: 2]
Type: A (1) (Host Address)
Class: IN (@xeeel)
Response Tn: 143

5c c4 de 2a c3 98 08 45 &8

88 80 11 c8 aB 81 e7 cB a8

35 @8 25 88 84 81 08 88 a1
8e a8 87 73 74 69 66 79 83 63
80 81 @8 91




[Tonmep DNS oTtBeTa (Wireshark

148 27.726788 192.168.1.1 192.168.1.231 DNS 87 Standard query response 8x8804 A spotify.com A 35.186.224.24

Frame 148: Packet, 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface \Device\NPF_{18@8AB252-4142-43C1-9819-04469B22FCF8
Ethernet II, Src: Sercomm_5a:80:5c (74:9d:79:5a:008:5c), Dst: Intel 03:2a:c3 (c4:d@:e3:03:2a:c3)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.231
User Datagram Protocol, Src Port: 53, Dst Port: 51881
Domain Name System (response)
Transaction ID: ©x8084
* Flags: 8x8188 Standard query response, No error
1... ««-. «ve. .... = Response: Message is a response
.80 ... .... .... = Opcode: Standard query (©)
= Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
= Recursion desired: Do query recursively
= Recursion available: Server can do recursive queries
Z: reserved (@)
- .- Answer authenticated: Answer/authority portion was not authenticated by the server
Y - R, Non-authenticated data: Unacceptable
ceea . . 8080 = Reply code: No error (@)
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
Queries
* spotify.com: type A, class IN
Name: spotify.com
[Mame Length: 11]
[Label Count: 2]
Type: A (1) (Host Address)
Class: IN (exeeel)
~ Answers
* spotify.com: type A, class IN, addr 35.186.224.24 : : S5c B8 88 45 * t j.l'z 1'\.
Name: spotify.com
Type: A (1) (Host Address) a8 01 ©1 <o - I lf@ @ <
Class: IN (exeeel) A4 B1 26 @8 g

Time to live: 59 (59 seconds)

Data length: 4 i 69 66 79 83

: 35.186.224.24 A i i 1 86 61 86 68
Requ In: 147

[Time: 4.547800 milliseconds]




Gnaru

* QR - 3anpoc (0) unm oteeT (1)
* OPCODE (4 6uTta) - TMN 3anpoca,

* 0 -cTaHAapTHbIK 3anpoc
* AA - aBToputeTHbIn oTBeT (1) nnm Het (0)
* TC - nakeT 6b1n1 06pe3aH (1) unm He 6b11 (0)
* RD - 3anpoc Ha peKyPCUBHbIN PEXUM
* RA - peKypCUBHbIN pPeXXMM AOCTYNEH
* /- 3ape3epBNpPOBaHO
 RCODE (4 6uTta) - cTaTyC, - ycNnewHo, Apyrme Koabl - owmnbKa



Y10 moxkeT DNS?

* Onpenenatb ANA AOMEHHOro umeHu aapeca IPv4 n IPve

* 334aBaTb HECKO/IbKO AOMEHHbIX UMeH Ana ogHoro IP-agpeca
* HaxoanTb agpec NoYTOBOro cepsepa ANnAa AOMeHa

e 3anaBaTb agpec DNS-cepBepoB Ana AOMEHHOWN 30HbI

* Onpepenatb no |IP-aapecy someHHOE NMA



Tunbl 3aNUCK

* Kaxkgaa DNS 3anuck (Resource Record, RR) nmeer:
* Tun 3anucu — AnAadero npegHasHa4yeHa 3arfnumcb
e Knacc 3anmcu - B Kakom cetn ncnonbayetca (IN - UHTepHeT)

* A—IPv4 appec KomnbloTepa
* AAAA — IPv6 agpec komnbloTepa



Tunbl 3anucn A n AAAA (npumep)

Tun 3anucm A Tun 3anucn AAAA

CA\WINDOWS\system: X + ~ C\WINDOWS\system: X + ~

Microsoft Windows [Version 10.0.26100.7171]
(c) Kopnopauws Maiikpocodt (Microsoft Corporation). Bce npaBa sawmweHsl.

C:\Users\User>nslookup -type=AAAA spotify.com

C:\Users\User>nslookup -type=A spotify.com TXETXE:  UnKnown

FxETxE: UnKnown Address: 192.168.1.1
Address: 192.168.1.1

H . He sacnywvBawuwi pnosepus oTEeT:
e 3achn HMEARWWKN OOBepHUA OTEEeT.: 1 . &

Ly : Wspati-Fy.cum g Uy spotify.com

Address: 35.186.224.24 Address: 2608:1981:1:7c5::




DNS nceBaoHMMbI

e 3anucb Tna CNAME (Canonical Name Record/kaHoHMYecKas 3anmcb

NMMEHMN)
* OnpegensaeT NnceBAOHMM ANA APYroro JOMEHHOIo MMeHMU
e www.smeshariki.ru -> smeshariki.ru

* ANbTepPHATUBHbIN cnocob
e 3a4aTb HECKONIbKO A 3anuceun ana oaHoro IP-aapeca

CAWINDOWS\system: * 4+ ~

C:\Users\User>nslookup -type=CNAME www.smeshariki.ru

sxETXE: UnKnown
Address: 192.168.1.1

He sacnymuBawuwii noBepus oTBeT:
www . smeshariki.ru canonical name = smeshariki.ru




Apeca NOYTOBbIX CEPBEPOB

* Hy>XHO OTNPaBMUTb MMCbMO Ha banan@gmail.com
e KakK y3HaTb agpec NnoyToBOro cepsepa’

* DNS 3anucb Tuna MX (Mail eXchange)


mailto:banan@gmail.com

Aapeca NoOYTOBbIX CEPBEPOB (MpUMeEpPSI)

CAWINDOWS\system: X + ~

C:\Users\User>nslookup -type=MX gmail.com
sxETxE: UnKnown
Address: 192.168.1.1

He sacnywwBanowmnii noeepus oTBeT:
gmail.com MX preference
gmail.com MX preference
gmail.com MX preference
gmail.com MX preference
gmail.com MX preference

mail exchanger
mail exchanger

altl.gmail-smtp-in.l.google.
altl.gmail-smtp-in.l.google.
mail exchanger = alt3.gmail-smtp-in.Ll.google.
20, mail exchanger = alt2.gmail-smtp-in.l.google.
5, mail exchanger = gmail-smtp-in.l.google.com

-

w = e
Lc= <= g <=

.

C:\Users\User>nslookup -type=MX yahoo.com
TxETxE: UnKnown
Address: 192.168.1.1

He sacnymwBaouwii AoBepuA OTBEeT:

yahoo.com MX preference = 1, mail exchanger = mta7.am@.yahoodns.net
yahoo.com MX preference = 1, mail exchanger = mta6.am@.yahoodns.net
yahoo.com MX preference = 1, mail exchanger = mta5.am@.yahoodns.net




Anpeca cepsepoB DNS

KopHeBon gomeH

org | | com net ru uk po

cisco google yandex AHAEKC

WWW maps taxi

* [lpeanonoxmm, Mbl XOTUM Y3HaTb aZipeca 06CcnyKMBaOLWLNX CEPBEPOB 30HbI taxi.yandex.ru
e [1na atoro ucnonbsyem DNS 3anucb Tina NS (Name Server)



AJpeca cepBepos

+ L

C\WINDOWS\system: X

C:\Users\User>nslookup —type=NS taxi.yandex.ru
FxETxE: UnKnown
Address: 192.168.1.1

He sacnymweanouuii foBepus oTBeT:
taxi.yandex.ru nameserver = nsi.yandex.ru
taxi.yandex.ru nameserver = ns3.yandex.ru

* Domain Name System (query)
Transaction ID: ©@x@e3
* Flags: @x@18@ Standard query

a... = Response: Message is a gquery

. 008 Opcode: Standard query (@)
Truncated: Message is not truncated
Recursion desired: Do query recursively
Z: reserved (@)
Non-authenticated data: Unacceptable

Hooo oo cooo
aolils oo cooo
aoodl oo cooo

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

* Queries

* taxi.yandex.ru: type NS, class IN
Name: taxi.yandex.ru
[Mame Length: 14]
[Label Count: 3]
Type: NS (2) (authoritative Name Serwver)
Class: IN (@xeee1)

Response In: 1832789

DNS ([Mpnmep

~ Domain Name System (response)

Transaction ID: ©xPe83
~ Flags: ©x8180

.0..

8. ...
cod® oooao
cese aen- -... DOBO
Questions: 1
Answer RRs: 2
Authority RRs: @
Additional RRs: @

Queries

Standard query response, No error

Response: Message is a response

Opcode: Standard query (@)

Authoritative: Server is not an authority for domain

Truncated: Message is not truncated

Recursion desired: Do query recursively

Recursion available: Server can do recursive queries

Z: reserved (@)

Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable

Reply code: No error (@)

* taxi.yandex.ru: type NS, class IN
Name: taxi.yandex.ru

[Name Length: 14]
[Label Count: 3]

Type: NS (2) (authoritative Name Server)

Class: IN (@xeeel)
Answers

~ taxi.yandex.ru: type NS, class IN, ns ns4.yandex.ru
Name: taxi.yandex.ru
Type: NS (2) (authoritative Name Server)

Class: IN (@xeeel)

Time to live: 86400 (1 day)

Data length: 6

Name Server: ns#4.yandex.ru

~ taxi.yandex.ru: type NS, class IN, ns ns3.yandex.ru
Name: taxi.yandex.ru
Type: NS (2) (authoritative Name Server)

Class: IN (exeeel)

Time to live: 86480 (1 day)

Data length: 6

Name Serwver: ns3.yandex.ru

[Request In: 1832787]

[Time: 22.455800 milliseconds]




[TonkneeHHble A 3anuncu (Glue Records)

n=sl.spotifa.com

* BblwecToAwWMnN AOMEH UCNOAb3YyeT “npukneerHHble” A 3anucy,
YTob6bl ONpeaennTb agpeca cepsepos B NS-3anucax

* DTO HYXHO, 4TObObl HE BO3HMKANO /IOTMYECKOWN NEeTAun




OnpegeneHne MMeHU No Ip-aapecy

* Tunbl DNS-30H
* [lpamaa - onpepeneHune IP-agpeca no JOMeHHOMY UMEHN
e ObpaTHas (reverse) - onpegeneHme AOMeHHOro umeHu no IP-agpecy

* CneymanbHoe AOMeHHOe UMA Ana obpaTHbIX 30H

* in-addr.arpa.

* |IP-agpec 3anucbiBaeTcs B 06paTHOM nopsaaKe

e 77.88.55.88 -> 88.55.88.77.in-addr.arpa.

e 2001:0db8:85a3::8a2e:0370:7334 -> 1.0.0.0...8.b.d.0.1.0.0.2.ip6.arpa.



OnpeageneHne MMeHM No Ip-aapecy

CAWINDOWS\system: X + ~

° 3anMCb TUnNa PTR(POInter — yKa3aTenb) C:\Users\User>nslookup -type=PTR 88.55.88.77.in-addr.arpa.

sxETxE: UnKnown

e 88.55.88.77.in-addr.arpa. -> yandex Address: 192.168.1.1

He 3acnywuBaouwuii foBepUs OTBeT:
88.55.88.77.in-addr.arpa name = yandex.ru

C\WINDOWS\system: X + o~

C:\Users\User>nslookup —-type=PTR 24.224.186.35.in-addr.arpa.

=xETxE: UnKnown
Address: 192.168.1.1

He 3acnysu Balﬂl.l.l,l-lﬁ AOCEEPWUA OTEET!:

P HO TaK 6b|Bae-|- He BCEI',EI,a 24.224.186.35.in-addr.arpa name = 24.221.186.35.bc.googleusercontent. com
e 24.224.186.35.in-addr.arpa. -> 24.224.186.35.bc.googleusercontent.com




TecTnpoBaHme paboTbl cayKobl DNS

* KOHCO/IbHbIE YTUAUTDI

* [lonyyeHmne mapLupyTa cie0BaHNA MaKeToB
* traceroute (Linux) / tracert (Windows)
* [lpoBepKa AOCTYNHOCTU XOCTa

* ping
* 3anpochl R,
* nslookup (Windows/Linux) b‘ |
* dig (Linux) b @;ﬁ:ﬁ%ﬂ?
* host (Linux) 7 nosixniyg
o«
* AHanusaTopbl TpaduKa /

e Wireshark (Windows/Linux)



nslookup

nslookup (Windows) nslookup (Linux)

r:/mnt/c/Users/User$ nslookup youtube.com
10.255.255. 254
10.255.255. 25U#53

C:\Users\User>nslookup youtube.com
TxETxE: UnKnown
Address: 192.168.1.1

Non-authoritative answer:
Name:  vyoutube.com
Address: 142.250.169.196
Name:  youtube.com

He 3acny]|-:usa|uu.|,uﬁ AOEEpPWUA OTEET:

Ly - youtube . com

Addresses: 2607:{8b0:U008:80e: :200e
142 .2568.189.196
142.250.109.91
142 .2568.189.136
142 .250.189.93

Address: 142.250.109.91

Name:  youtube.com

Address: 142.250.189.136

Name:  vyoutube.com

Address: 142.250.109.93

Name:  vyoutube.com

Address: 2607:f8b0:U4008:80e: :200e

nslookup (Windows) c ykazaHuem Tuna 3anucu nslookup (Llnux) C yKasaH1em TMna sanucu
eglay@eglayy: /Users/User$ nslookup -type=MX mail.ru
Seruer. 19.255.255 254

sxETxE: UnKnown
Address: 192.168.1.1 Address: 10.255.255.250#53

C:\Users\User>nslookup —-type=MX mail.ru

Non—authoritative answer:
mail.ru mail exchanger = 10 mxs.mail.ru.

He sacnymueaouuin foEEepuA OTEeT:
mail.ru MX preference = 10, mail exchanger = mxs.mail.ru

Authoritative answers can be found from:



host

host 6e3 TVNa 3anucK

eglay wyy:/ /Users/User$ host burgerking.com
burgerklng. address 3.162.38.89

burgerking. address 3.162.38.31

burgerking. address 3.162.38.61

burgerking. address 3.162.38.124

burgerking. il is handled by 18 ASPMX.L.GOOGLE.com.
burgerking. il is handled by 3@ ASPMX3.GOOGLEMAIL.com.
burgerking. il is handled by 3@ ASPMX2.GOOGLEMAIL.com.
burgerking. il is handled by 280 ALT1.ASPMX.L.GOOGLE.com.
burgerking. il is handled by 20 ALT2.ASPMX.L.GOOGLE.com.

eglay@eglayy:/mnt/c/Users/User$ host -t A burgerking.com
burgerklng address 3.162.38.89

burgerking. address 3.162.38.31

burgerking. address 3.162.38.61

burgerking. address 3.162.38.124




dig 6e3 Tuna 3anucu dig c TMnom 3anucu
User$ dig pogoda.yandex.ru : ¥ c/Us -r$ dig NS pogoda.yandex.ru

; <<>> DiG 9.18.39-Bubuntu®.24.6U.2-Ubuntu <<>> pogoda.yandex.ru ; <<>> DiG 9.18.39-BubuntuB.24.84.2-Ubuntu <<>> NS pogoda.yandex.ru
;; global options: +cmd ;; global options: +cmd

;: Got answer: ;; Got answer: ‘

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18470 ii —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 38326

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: O ii flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

1c . ;+ OPT PSEUDOSECTION:
ii QUESTION SECTION: ; EDNS: version: 8, flags:; udp: ©

; pogoda.yandex.ru. IN ;; QUESTION SECTION:

;pogoda.yandex.ru. IN
i+ ANSWER SECTION:
pogoda.yandex.ru. 213.18@.204.242 ;; ANSWER SECTION:

pogoda.yandex.ru. ns3.yandex.ru.
:: Query time: 10 msec pogoda.yandex.ru. nsl.yandex.ru.
;; SERVER: 10.255.255.25U#53(10.255.255.254) (UDP)

-+ WHEN: Wed Dec 18 13:56:27 MSK 2025 ;i Query time: 255 msec
"' MSG SIZE rcvd: 50 -+ SERVER: 10.255.255.25U#53(10.255.255.254) (UDP)

;2 WHEN: Wed Dec 10 14:00:05 MSK 2025
:: MS5G S5IZE rcvd: 81




piNg

C:\Users\User>ping yandex.ru

O6meH nakeTtamm c yandex.ru [5.255.255.77] c 32 6anTaMy OaHHbIX:
Oreer or 5.255.255.77: uucno 6aut=32 spema=23mc TTL=2U7
OreeT or 5.255.255.77: unucno 6auT=32 spema=22mc TTL=2U7
Oreer or 5.255.255.77: uucno 6aut=32 spema=22mc TTL=2U7
OreeT or 5.255.255.77: unucno 6auT=32 spema=21mc TTL=2U7

Cratuctuka Ping pgna 5.255.255.77:
NakeToB: oTnpaBnedHo = U, nony4yeHo = U4, noTepsaHo = @
(0% noTepb)
pubnusnTencHoe BpeMA nNpueMma-nepegadd B MC:
MuHumaneHoe = 2lMmcex, MaxHcumancHoe = 23 mceK, CpepHee = 22 MceK




tracert

C:\Users\User>tracert yandex.ru

Tpaccupoeka mapupyTa K yandex.ru [5.255.255.77]
C MaKCMManbHBIM YWCNOM npbikkoe 30:

ms ms ms SBT.lan [192.168.1.1]
ms ms ms 10.16.255.137
ms ms ms 16.16.248.169
19 ms ms ms 10.16.248.178
20 ms ms ms 10.16.248.138
21 ms ms ms dante.yndx.net [195.208.208.93]
23 ms ms ms vla-32z8-ae2.yndx.net [93.158.172.39]
* ms ms 16.32.87.1
240 ms ms ms 10.7.7.1
23 ms ms ms yandex.ru [5.255.255.77]

1
p
3
L
5
6
7
8
2
e

[

TpaccvpoBka 3asBeplieHa.




Wireshark (MHTepdenc nporpammeil

Daiin

ADAO WMBER Q&=

aT ¢ BecnposoaHan cee 2

Mpaska Bug  3anyck

N dns

No.

[

[l | |
W

Time Source

.. 19563 .136.. 192.168.1
54.. 19563.136.. 192.168.1
54..19563.149.. 192.168.1
54.. 19563.163.. 192.168.1
54.. 19565.138.. 192.168.1
54.. 19565.139.. 192.168.1
54.. 19565.149.. 192.168.1
54..19565.151.. 192.168.1
54.. 19567 .521.. 192.168.1
54.. 19567 .529.. 192.168.1
54.. 19567.534.. 192.168.1
54.. 19567 .540.. 192.168.1
54.. 19568.559.. 192.168.1
54.. 19568 .566.. 192.168.1
54.. 19582.155.. 192.168.1
54..19582.189.. 192.168.1
54..19582.190.. 192.168.1
54.. 19582.204.. 192.168.1

354.. 19583.612.. 192.168.1

54.. 19583.637.. 192.168.1
54.. 19595.788.. 192.168.1
54.. 19595.795.. 192.168.1
54.. 19599.303.. 192.168.1
54..19599.304.. 192.168.1
54..19599.313.. 192.168.1
54.. 19599.315.. 192.168.1
54..19599.543.. 192.168.1
54.. 19599.543.. 192.168.1
54.. 19599.549.. 192.168.1
54.. 19599.557.. 192.168.1
54.. 19607 .150.. 192.168.1
54.. 19607 .155.. 192.168.1
54.. 19607 .168.. 77.88.8.1
54..19607.177.. 77.88.8.1
54..19612.835.. 192.168.1
54.. 19612.841.. 192.168.1
54..19614.238.. 192.168.1
54..19614.245.. 192.168.1
54.. 19615.782.. 192.168.1

.. 19615.788.. 192.168.1

S2E
-231
.1
-1
.231
.231
-1
-1
2
-1
.231
-1
.231
-1
-231
.1
S2E
.1
.231
-1
.231
-1
-231
.231
-1
1
S2E
-231
.1
-1
.231
.231

2
-1
.231
-1
.231
-1

atnctnka  Ten

=24 3 E

Destination
192.168.1.1
192.168.1.1

WHcTpymenTsi

Protocc Lengt Info

DNS
DNS

192.168.1.231 DNS
192.168.1.231 DNS

192.168.1.1
192.168.1.1

DNS
DNS

192.168.1.231 DNS
192.168.1.231 DNS

192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.231 DNS
192.168.1.1 DNS
192.168.1.1 DNS

192.168.1.231 DNS
192.168.1.231 DNS

192.168.1.1
192.168.1.1

DNS
DNS

192.168.1.231 DNS
192.168.1.231 DNS

77.88.8.1
77.88.8.1

DNS
DNS

192.168.1.231 DNS
192.168.1.231 DNS

192.168.1.1

DNS

192.168.1.231 DNS

192.168.1.1

DNS

192.168.1.231 DNS

192.168.1.1

DNS

192.168.1.231 DNS

101
181
183
231

97

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query

@xf7fc HTTPS nexus-websocket-a.intercom.io

@x66a0 A nexus-websocket-a.intercom.io

response @xf7fc HTTPS nexus-websocket-a.intercom.io SOA ns-97.awsdns-12.com

response @x66a8 A nexus-websocket-a.intercom.io A 18.97.36.44 A 18.97.36.54 A 18.97.36.49 A 18.97.36.57 A 18.97.36.51 A 18.97.36.74 A 18.97.36.73 A 18.97.36.7
0x206c HTTPS gewd-spclient.spotify.com

@xc3fe A gewd-spclient.spotify.com

response Bx2@86c HTTPS gewd-spclient.spotify.com CNAME edge-web-gewd.dual-gslb.spotify.com SOA ns-cloud-d1.googledomains.com

response @xc3f6 A gewd-spclient.spotify.com CNAME edge-web-gewd.dual-gslb.spotify.com A 35.186.224.28

@xd%cc A s3.eu-west-1.amazonaws.com

response @xd9cc A s3.eu-west-1.amazonaws.com A 52.92.16.184 A 3.5.64.130 A 52.92.36.64 A 3.5.71.255 A 52.92.36.176 A 52.92.0.224 A 3.5.69.24

0x28fe A storage.googleapis.com

response @x28fe A storage.googleapis.com A 173.194.73.207 A 209.85.233.207 A 168.177.14.287 A 74.125.131.207 A 74.125.285.2087 A 64.233.164.207 A 142.250.150.207 A 142.251.1.207 A 64.233.162.207 A 64.233.14
0xe187 A s3.eu-west-1.amazonaws.com

response @xel87 A s3.eu-west-1.amazonaws.com A 3.5.69.24 A 52.92.16.184 A 3.5.64.130 A 52.92.36.64 A 3.5.71.255 A 52.92.36.176 A 52.92.0.224

@xaba3 A ru.pinterest.com

response @xa6a3 A ru.pinterest.com CNAME www.pinterest.com CNAME www-pinterest-com.gslb.pinterest.com CNAME www.gslb.pinterest.net CNAME www.pinterest.com.edgekey.net CNAME e6449.a.akamaiedge.net A 23.32.
@x22eb HTTPS ru.pinterest.com

response @x22eb HTTPS ru.pinterest.com CNAME www.pinterest.com CNAME www-pinterest-com.gslb.pinterest.com CNAME www.gslb.pinterest.net CNAME www.pinterest.com.edpgekey.net CNAME e6449.a.akamaiedge.net SOA
@x28ab NS pogoda.yandex.ru OPT

response Bx28ab NS pogoda.yandex.ru NS ns4.yandex.ru NS ns3.yandex.ru OPT

@x6b6e A sn.splashtop.com

response Bx6b6e No such name A sn.splashtop.com SOA ns-744 . awsdns-29.net

0x36d4 HTTPS www.recaptcha.net

0x9daf A www.recaptcha.net

response Bx36d4 HTTPS www.recaptcha.net SOA nsl.google.com

response 0x3daf A www.recaptcha.net A 64.233.164.94

0x98a8 A www.recaptcha.net

0xc9d9 HTTPS www.recaptcha.net

response 0x98a8 A www.recaptcha.net A 64.233.164.94

response 8xc3d9 HTTPS www.recaptcha.net SOA nsl.google.com

©x12c8 HTTPS yandex.ru

@xbfe3 A yandex.ru

response Bx12c8 HTTPS yandex.ru SOA nsil.yandex.ru

response @xbfe3 A yandex.ru A 77.88.44.55 A 5.255.255.77 A 77.88.55.88

Ox2e6a A login.live.com

response @x2e6a A login.live.com CNAME login.msa.msidentity.com CNAME www.tm.lg.prod.aadmsa.trafficmanager.net CNAME prdvia.aadg.msidentity.com CNAME www.tm.v4.a.prd.aadg.akadns.net A 48.126.53.14 A 40.12§
oxfe34 A graph.microsoft.com

response @xfe34 A graph.microsoft.com CNAME ags.privatelink.msidentity.com CNAME www.tm.prd.ags.akadns.net A 20.231.136.224 A 20.20.34.96 A 20.20.34.160

@xecee A assets.msn.com

response @xecee A assets.msn.com CNAME assets-msn-com-world-atm-default.trafficmanager.net CNAME assets.msn.com-ion.edgesuite.net CNAME al666.dscr.akamai.net A 23.35.184.169 A 23.35.104.163 A 23.35.104.19:

b

» Frame 3548946: Packet, 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface \Device\NPF_{180AB252-4142-43C1-9819-04463B22F* 9d 80 5¢ e,

= Ethernet II, Src: Intel |
- Destination: Sercomm 5a:00:5c (74:9d:79:5a:80:5¢
Globally unique address (factory default) 80 06 @8 0 @1 86 &f 67 &6F

~ Internet Protocol Version 4, Src

q

» Differentiated Services Field:

»

Type: IPvd (0xB808)
[Stream index

e1ee . = Version: 4

3 (ca:de

LG bit

.... 0101 = Header Length: 2@ bytes (5)

Total Length: 73

Identification: @x5eed (24292)

e0e. . = Flags: ©x8

...0 0 0 0000 Fragment Offset: @

Time to Live: 128
Protocol: UDP (1

Header Checksum: ©x@
[Header checksum status
Source Address: 192.168

TEtmra Aedleees B

2a

[validation disabled]
Unverified]
231

Destination Address: 192.168.1.1

Dst: Sercomm_5a:00:5c (74:9d:79:5a:00:5c) 49 08 ee ee

192.168.1.231, Dst: 192.168.1.1

8 (DSCP: €S8, ECN: Not-ECT)

Specifies if this is an individual (unicast) or group (broadcast/multicast) address (eth.dst.ig), 1 bit(s)

01 eb 20 35 00 3 84

64 65 82 72 75 ee ee
00 00 00 00 00 00

549611 . Oto6pascerio: 9479 Mpouns:



Wireshark (pa3bop 3anpoca

Frame 3548946: Packet, 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface \Device\NPF_{100AB252-4142-43C1-9819-04469B22FC
Ethernet II, Src: Intel ©3:2a:c3 (c4:d@:e3:83:2a:c3), Dst: Sercomm 5a:00:5c (74:9d:79:5a:00:5¢)
Internet Protocol Version 4, Src: 192.168.1.231, Dst: 192.168.1.1
81e@ .... = Version: 4
.... 8101 = Header Length: 20 bytes (5)
} Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 73
Identification: @x5eed4 (24292)
b BOB. .... = Flags: Ox@
...0 opoP POBO BPBE = Fragment Offset: @
Time to Live: 128
Protocol: UDP (17)
Header Checksum: @x8000 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.231
Destination Address: 192.168.1.1
[S‘tl"EEII’I‘I index: 57] = Domain.N;mE Sys‘tem Equer"y)
* User Datagram Protocol, Src Port: 59095, Dst Port: 53 Transaction ID: 8x28ab
Source Port: 59895 ~ Flags: @x0120 Standard query

5 S . = Response: Message is a query
Destination Port: 53 . = Opcode: Standard query (@)
Length: 53 = Truncated: Message is not truncated

Checksum: @x847f [unverified] = Recursion desired: Do query recursively
[Checksum Status: Unverified] seoe coee cfls coeo Z=E?5“W9d(9)
[Stream Frdlens 2848] cooo ooon aods cooo AD bit: Set

Non-authenticated data: Unacceptable
[Stream Packet Number: 7] Questions: 1

b [Timestamps] Answer RRs: @
UDP payload (45 bytes) Authority RRs: @

Additional RRs: 1

Queries

~ pogoda.yandex.ru: type NS, class IN
Name: pogoda.yandex.ru
[Name Length: 16]
[Label Count: 3]
Type: NS (2) (authoritative Name Server)
Class: IN (@x0001)

Additional records

~ <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 1232
Higher bits in extended RCODE: @x@@
EDNS@® version: @

¥ I: 8x000ee
= DO bit: Cannot handle DNSSEC security RRs
.009 002@ 9OV 9BBA = Reserved: ©x0808

Data length: @

[Response In: 3548947]




Wireshark (3anpoc B buHapHom BMAE)
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[Tomep pekypcmnBHOro pexxuma pabotbl DNS

3anpoc:

C:\Users\User>nslookup —type=AAAA yandex.ru
sxETxE: SBT.lan
Address: 192.168.1.1

He sacnywvBamnumi pnosepua oTEBeT:
by - yandex.ru
Address: 2aB2:6b8:a::a

* Domain Name System (query)
Transaction ID: @xdc67
* Flags: ©x@100 Standard gquery
= Response: Message is a query
Opcode: Standard query (@)
Truncated: Message is not truncated
Recursion desired: Do query recursively
Z: reserved (8)
C e e Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 8
* Queries
* yandex.ru: type AAAA,
Name: yandex.ru
[Mame Length: 9]
[Label Count: 2]
Type: AAAA (28) (IP6 Address)
Class: IN (©x0881)
[Response Tn: 275788]

~ Domain Name System (response)

Transaction ID: Bxdcb7

* Flags: @x8180 Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: @

Additional RRs: @

* Queries

* yandex.ru: type AAAA,
Name: yandex.ru
[Name Length: 9]
[Label Count: 2]

Response: Message is a response

Opcode: Standard query (@)

Authoritative: Server is not an authority for domain

Truncated: Message is not truncated

Recursion desired: Do query recursively

Recursion available: Server can do recursive queries

Z: reserved (8)

Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable

Reply code: No error (@)

class IN

Type: AAAA (28) (IP6 Address)

Class: IN (@exeee1l)
* Answers
* yandex.ru: type AAAA,
Name: yandex.ru

class IN, addr 2a@2:6bB:a::a

Type: AAAA (28) (IP6 Address)

Class: IN (@x8e81)

Time to live: 164 (2 minutes, 44 seconds)

Data length: 16

AAAA Address: 2a@2:6b8:a::a

[Reguest In: 275779]

[Time: 3.734000 milliseconds]




[Tomep nTepaTtUBHOIO pexxmma pabdboTbl DNS

1) Mony4yaem cepBepa, 06CNYKUBAIOLLME KOPHEBYIO 30HY

C:\Users\User>nslookup -type=NS

sxETxE: SBT.lan
Address: 192.168.1

He zacnywveanuuii Ao
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver
(root) nameserver

(root) nameserver =

1

BEpU

=gl = |

a0 T = W B = I Bl e

A OTEEeT:

.root-servers.
.root—servers.
.root-servers.
.root-servers.
.root-servers.
.root-servers.
.root—-servers.
.root-servers.
.root-servers.
.root—servers.
.root-servers.
.root-servers.
.root-servers.

2) Nonyyaem ip-agpeca tld cepsepoB gomeHa .ru

C:\Users\User>nslookup yandex.ru a.root-servers.net

in-addr.arpa nameserver
in-addr.arpa nameserver
in-addr.arpa nameserver
in-addr.arpa nameserver
in-addr.arpa nameserver
in-addr.arpa nameserver

.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
.in-addr-servers.
e.in-addr-servers.
sxETxE: UnKnown

MmN NpEOOOT T -h -h

arpa
arpa
arpa
arpa
arpa
arpa
arpa
arpa
arpa
arpa
arpa
arpa

Address: 198.41.0.4

Ly : yandex.ru

Served by:

- a.dns.ripn.net
193.232.128.6
2001:678:17:0:193:232:128:6

ru
.ripn.net

.in-addr-servers.arpa
.in-addr-servers.arpa
.in-addr-servers.arpa
.in-addr-servers.arpa
.in-addr-servers.arpa
e.in-addr-servers.arpa
internet address = 193.0.9.1
AAAA IPv6 address = 2al3:27c0:30::1
internet address = 199.253.183.183
AAAA IPv6 address = 2001:560:87::87
internet address = 200.10.60.53
AAAA IPv6 address = 2001:13c7:7010::53
internet address = 199.180.182.53
AAAA IPv6 address = 2620:37:e800::53
internet address = 196.216.169.10
AAAA IPv6 address = 2001:43f8:110::10
internet address = 203.119.86.101
AAAA IPv6 address = 2001:dd8:6::101

194.190.124.17
2001:678:18:0:194:190:124:17

ru
.ripn.net

193.232.156.17
2001:678:14:0:193:232:156:17

ru
.ripn.net

194.85.252.62

2001:678:16:0:194:85:252:62

ru
.ripn.net

193.232.142.17
2001:678:15:0:193:232:142:17

ru




[Toumep nTepaTMBHOIO pexxhma paboTbl DNS

3) OTnpasasaem 3anpoc K cepsepy a.dns.ripn.net (193.232.128.6)  4) Otnpasnsaem 3anpoc ns2.yandex.RU (93.158.134.1)

C:\Users\User>nslookup yandex.ru 193.232.128.6 C:\Users\User>nslookup yandex.ru 93.158.134.1
sxETxE: UnKnown FxETxE: UnKnown
Address: 193.232.128.6 Address: 93.158.134.1

Ly - yandex.ru By - yandex.ru
Served by: Addresses: 2a@2:6bB:a::a
- ns2.yandex.RU 77.88.55.88

93.158.134.1 5.255.255.77
2a02:6b8:0:1::1 77.88.44 .55
YANDEX . RU

- nsl.yandex.RU
213.180.193.1
2aB2:6b8::1
YANDEX.RU

B pe3ynbrate nosy4yaem ip-agpeca cepBepoB, 0bcnyKmBatowmn yandex.ru

2a02:6b8:a::a
77.88.55.88
5.255.255.77
77.88.44.55



TecT

* 1. Y10 03HauaeTt abbpeBnarypa DNS?
a; Digital Naming Service
b) Domain Name System

c) Data Network Switch

d) Domain Navigation System

* 2. Kakou Tun DNS-3anucu cBA3biBaeT gomeHHoe nma ¢ IPv4-agpecom?
a% AAAA

b) CNAME

c) MX

d) A

e 3. gakoﬁ NOpPT Ucnonb3yerca no ymondyaHuto gna DNS-3anpocos?
a) 25
b) 53
c) 80
d) 443



TecT

° 4, ﬁ 30He in-addr.arpa xpaHATCA 3anMcK Kakoro tuna?
a

b; AAAA
c) PTR

d) CNAME

* 5.Y710 Takoe TTL B KOHTeKcTe DNS?

a; Time To Leave — Bpemsa NOKUHYTb CETb

b) Total Traffic Limit — 06w Aumut TpadukKa

c) Time To Live — Bpems }XM3HM 3aNnUCK B KaLle

d) Transmission Time Limit — AaMmnT BpemeHun nepeaaun

* 6. gako@; Tn DNS-cepsepa HE aBnaeTca aBTOPpUTAaTUBHbIM A1 30HbI, HO K3LLWUPYeT OTBETbI A1 YCKOPEeHUA
paboTbi:

a; KopHeBou cepBep

b) PekypcuBHbIM pe3onsep

c) TLD-cepsep

d) ABTOpMUTaTUBHbIN cepBep AOMeEHaA



TecT

» 7. Bbl BBenu B 6pay3epe "example.com", Ho cauT He oTKpbiBaeTcA. Kakaa U3 3TUX KOMaHA, NOMOXKeT
WarHoctmpoBaTtb npobnemy c DNS?
% ping example.com
b) nslookup example.com
c) tracert example.com
d) Bce BbiluenepeyuncaeHHble

- 8. I[()?\IKSOSVE c?'ra|-|‘c|,ap1' no3sonseT wnudposatb DNS-TpaduK mexkay KIMEHTOM U pe3oanBepom?
a

b; DoH (DNS over HTTPS)

c) EDNS

d) IPv6

* 9. Y7o Takoe "pomeHHasn 30Ha" (DNS zone)?
a; feorpaduyeckmumn permoH, obcnyxmnsaembin DNS-cepsepom
b) AoMuHUCTpaTUBHAA eanHULA gaenernposaHmna B DNS

c) YacTb AOMEHHOIO MMEHM NOCNE TOYKU

d) Npynna DNS-cepBepoB oaHoOro nposanaepa



TecT

e 10. Yro Takoe ICANN n KakoBa e€ oCHOBHasA posab B pabote DNS?
a) 9To KoMnNaHuA, KoTopasa NPOAAET AOMEHbI B 30He .com Yyepe3 canT GoDaddy.
b) 3To mexayHapoaHbIN PEryAATOP, KOTOPbIN KOOPANHUPYET YHUKAZIbHOCTb
KNO4YeBbIX NapaMeTpoB UHTepHeTa: MMeH gomeHos 1 |IP-agpecos.
C) 3To opraHmM3auma, KoTopasa onpeaenseT, KaKMe cCanTbl MOXHO OTKPbIBAaTb B
KaXXA0MW CTpaHe.
d) 3To npoBanaep NHTEPHET-YCAYT, KOTOPbIN 0bCcny*KnBaeT KopHeBble DNS-
cepBsepbl.
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