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CbopKa gaHHBIX B NOTOK

Y10 TaKoe TPaHCNOPTHDLIU
YpPOBEHbL?

-[locpeaHUK meXxay
NPUNOKEHUAMM U CETLIO.
-[lepepaeTt gaHHblE U3
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Pob TPAHCMNOPTHbLIX NPOTOKO/10B

e J/locTaBKa AaHHbIX
e KOHTpPO/1b OLLNOOK
ePa3nesieHMe NOoTOKOB
ePaboTta c nopTamu
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J1Ba rnaBHbIX MPOTOKO/13
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[lpoTOKON TCP

TCP Handshake process

g

SYN-ACK
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OcHoBHble ocobeHHoOCTM TCP

* lynneKCHOCTb U NOTOKM
 MynbTUnnekcuposaHue (Homepa nopTo.)
* YnpasaeHne NOTOKOM
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[TopTbl TCP
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UTo Takoe cermeHT TCP

Source port Destination Port

Sequence number

Acknowledgment number

T I
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3ayem HYXHbl CETMEHTDbI

* UcxoaHbIN NOpT

* MopT nonyyartena

* MopaaKoBbIK HOMEP

* Homep noaresepKaeHUA

* CmeweHue gaHHbIX

* Ynpasnawowme ¢pnaru

* Pasmep OKHa

* KOHTpOAbHAA cymma

* YKa3saTtenb CPOUYHbIX AaHHbIX
* Onuuu
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Hymepauma cermeHToB
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3a4em Hy*KHa HymepaumA
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YCcTaHOB/1eHWNe coeANHEeHUA



https://presentation-creation.ru/

[lepegavya AaHHbIX
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ynpaBneHme MNMOTOKOM N CKOJIb3ALLEee OKHO

SQndor

send 1
send 2

send 3 receive 1

receive 2
receive 3

receive 4
receive 5
receive 6
send ACK 7

send 6

receive ACK 7

§

receive ACK 4 / send ACK 4
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3aBeplleHne ceaHca
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[TpaKkTM4ecKaa YacTtb( ICP

* Topology Summary
ATM switch

Node Console
= & as
4=

€ 1 teinet localhost:
& R2 teinet localhost:

Cloud
&P Ethemet hub

@ Ethemet switch

Servess Summary
» &3 whitakker CPU 29.5

Rurring GNS3 version 2.2,
Copyright {¢] 2006-2025 G
Use Help -> GNS3 Doctor to detect common ssues.
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Enter configuration commands, one per line. End with CNTL/Z.
R1 (config) #hostname SERVER

SERVER (config) #ip domain-name test.local

SERVER (config) #int £a0/0

SERVER (config-if)#ip address 192.168.1.1 255.255.255.0

SERVER (config-if) #no shutdown

SERVER (config-if) #n

*Mar 1 00:01:34.123: $LINK-3-UPDOWN: Interface FastEthernet0/0, changed state t

1 00:01:35.123: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern

et0/0, changed state to up

SERVER (config-if) #no keepalive

SERVER (config-if) #exit

SERVER (config) #1ine vty 0 4

SERVER (config-line) #password cisco

SERVER (config-1line) #login

SERVER (config-1line) #transport input telnet
SERVER (config-1line) #exit

SERVER (config) #enable secret cisco

SERVER (config) #end

SERVER#wr

*Mar 1 00:02:56.235: %S5YS5-5-CONFIG_I: Configured from console by console
SERVER#wr mem

Building configuration...

R2#conf ¢

Enter configuration commands, one per line. End with CNTL/Z.

R2 (config) #hostname CLIENT

CLIENT (config) #int £a0/0

CLIENT (config-if)#ip addr 192.168.1.2 255.255.255.0

CLIENT (config-if) #no shutdown

CLIENT (config-if) #exit

CLIENT (config)#

*Mar 1 00:04:16.047: $LINK-3-UPDOWN: Interface FastEthernet0/0, changed state
o up

*Mar 1 00:04:17.047: 3LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEther
et0/0, changed state to up

CLIENT (config)#ip name-server 192.168.1.1

CLIENT (config)#end

CLIENT#wrx

*Mar 1 00:04:41.635: 3¥5YS-5-CONFIG_I: Configured from console by console
CLIENT#wWr mem

Building configuration...

[OK]
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CLIENT#ping 192.168.1.1

Type escape sequence to abort.

Sending S5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
RARARAR

Success rate is 80 percent (4/5), round-trip min/avg/max = 24/40/64 ms
CLIENT#telnet 192.168.1.1
Trying 192.168.1.1 ... Open

User Access Verification

Password:
SERVER>exXit

[Connection to 192.168.1.1 closed by foreign host]
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HepeXBaT TpadUK M aHaNM3

. c4:02:2d:64:00:00 c4:092:2d:64:00:00 LOOP Reply
6.186415 c4:02:2d:64:20:00 Broadcast ARP Who has 192.168.1.12 Tell 192.168.1.2
6.2082463 c4:81:0e:50:00:00 c4:02:2d:64:00:00 ARP 192.168.1.1 is at c4:01:0e:50:00:00
8.170804 192.168.1.2 192.168.1.1 ICMP Echo (ping) request id=9x@@ee, seq=1/256, ttl=255 (reply in 5)
8.186679 192.168.1. 192.168.1.2 ICMP Echo (ping) reply id=exeeee, seq=1/256, ttl=255 (request in 4)
8.201775 192.168.1. 192.168.1.1 ICMP Echo (ping) request id=8x@@e8, seq=2/512, ttl=255 (reply in 7)
8.249794 192.168.1. 192.168.1.2 ICMP Eche (ping) reply id=0x08e8, seq=2/512, ttl=255 (request in 6)
8.265524 192.168.1. 192.168.1.1 ICMP Echo (ping) request id=8x@0e@, seq=3/768, ttl=255 (reply in 9)
2
1
-2

8.281631 192.168.1. 192.168. ICMP Echo (ping) reply id=0x0ee8, seq=3/768, ttl=255 (request in 8)
8.297261 192.168.1. 192.168. ICMP Echo (ping) request id=8x@008, seq=4/1024, ttl=255 (reply in 11)
8.312897 192.168.1. 192.168. ICMP Echo (ping) reply id=0xeeee, seq=4/1024, ttl=255 (request in 10)
9.998745 c4:02:2d:64:00:00 c4:02:2d:64:20:00 LOOP Reply

20.0008234 c4:82:2d:64:00:00 c4:82:2d:64:00:00 LOOP Reply

'24.452390 192.168.1.2 192.168.1.1 TCP 27717 > 23a[SNN]sSeq=0 Win=4128 Len=0 MSS5=1460

24.468077 - 192.168.1.1 192.168.1.2 TCP 5@ 23 =+ 27717 [SYN, ACK] Seq=@ Ack=1 Win=4128 Len=0 MSS=1460
24.483916 192.168.1. 192.168.1. TCP 27717 » 23 [ACK] Seq=1 Ack=1 Win=4128 Len=0

24.,499631 192.168.1. 192.168.1. TELNET Telnet Data

24.4990631 192.168.1. 192.168.1. TELNET Telnet Data

24 .515082 192.168.1. 192.168.1. TELNET Telnet Data

1
2
1
2

TELNET Telnet Data
TELNET Telnet Data
TELNET Telnet Data
TELNET Telnet Data
TELNET Telnet Data
TELNET Telnet Data

24.538691 192.168.1. 192.168.1.2

24.530691 192.168.1. 192.168.1.1

24.546386 192.163.1. 192.168.1.2

24.546386 192.168.1. 192.168.1.1

24.562503 192.168.1. 192.168.1.2

24.562563 192.168.1. 192.168.1.1

24.733679 192.168.1. 192.168.1.1 TCP 27717 » 23 [ACK] Seq=25 =67 Win=4862
24.7650829 192.163.1. 192.168.1.2 TCP 23 » 27717 [ACK] Seq=67 - Win=4104
25.592738 192.168.1. 192.168.1.1 TELNET Telnet Data ..

25.779424 192.168.1. 192.168.1.1 TELNET Telnet Data ..

25.810732 192.163.1. 192.168.1.2 TCP 23 » 27717 [ACK] Seq=67 Ack=27 Win=4102
25.986e85 192.168.1. 192.168.1.1 TELNET Telnet Data

26.092225 192.168.1. 192.168.1.1 TELNET Telnet Data

26.123591 192.168.1. 192.168.1.2 TCP 23 » 27717 [ACK] Seq=67 Ack=29 Win=4100 Len=0
26.202285 192.168.1. 192.1638.1.1 TELNET Telnet Data

26.420964 192.168.1. 192.168.1.2 TCP 23 = 27717 [ACK] Seq=67 Ack=3@ Win=4899 Len=0@
26.538873 192.168.1. 192.168.1.1 TELNET Telnet Data ...

26.546830 192.168.1. 192.168.1.2 TELNET Telnet Data ..

26.748165 192.163.1. 192.1638.1.1 TCP 27717 » 23 [ACK] Seq=32 = Win=4@53
30.015152 c4:02:2d:64:00: c4:02:2d:64:00: LOOP Reply

30.812662 192.168.1. 192.163.1. TELNET Telnet Data

30.828713 192.168.1. 192.168.1. TELNET Telnet Data

30.936890 192.168.1. 192.168.1. TELNET Telnet Data

38.952952 192.168.1. 192.168.1. TELNET Telnet Data

31.0860663 192.168.1. 192.168.1. TELNET Telnet Data

31.876582 192.168.1. 192.168.1. TELNET Telnet Data

31.218270 192.168.1. 192.168.1. TELNET Telnet Data

31.234298 192.168.1. 192.168.1. TELNET Telnet Data

31.452293 192.168.1. 192.168.1. TCP 27717 » 23 [ACK] Seq=36 Ack=80 Win=4049 Len=@
31.732854 192.168.1. 192.168.1. TELNET Telnet Data

31.7489%e4 192.168.1. 192.168.1. TELNET Telnet Data

FRNNRENRNRENRSN
N R NRBRNRENREN R


https://presentation-creation.ru/

31.748904
31.858626
31.874600
31.890542
31.9086595
31.922303
33.343385
33.373314

192.168.1.1
192.168.1.1
192.168.1.1
192.168.1.2
192.168.1.2
192.168.1.1
c4:01:0e:50:00:00
c4:02:2d:64:00:00

192.168.1.2
192.168.1.2
192.168.1.2
192.168.1.1
192.168.1.1
192.168.1.2

TELNET
TELNET
TCP
TCP
TCP
TCP

CDP/VTP/DTP/PAgP/UD.. CDP
CDP/VTP/DTP/PAgP/UD.. CDP

60 Telnet Data ...

60 Telnet Data ...

60 23 » 27717 [FIN, PSH, ACK] Seq=88 Ack=38 Win=4091 Len=0
60 27717 » 23 [ACK] Seq=38 Ack=89 Win=4041 Len=0

60 27717 -» 23 [FIN, PSH, ACK] Seq=38 Ack=89 Win=4841 Len=0
60 23 » 27717 [ACK] Seq=89 Ack=39 Win=4091 Len=0

364 Device ID: SERVER.test.local Port ID: FastEthernet@/e
353 Device ID: CLIENT Port ID: FastEthernet®/0
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UDP
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[ ne Hy*keH UDP
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HepnocTaTkn UDP

KntouyeBble HegocTaTkn UDP:

e 1. HeT rapaHTun AocTaBKK. [TakeTbl MOryT NOTEPATLCH, U NPOTOKO HE NpeanpUMET
NOMbITOK UX MOBTOPHOM OTNPaBKMW.

* 2. HeT KOHTpoAs nopAaakKa. NaKkeTbl MOryT NPMUXOANTb K MOAYYaTeNo B NPOU3BOJ/IbHOM
nopAzKe, a He B TOM, B KOTOPOM Obl/I OTNPaBAEHbI.

* 3. HeT KOHTpOAS Neperpy3ku. OTNpaBuTeNIb MOXKET 3aBa/INTb NOJIydYaTeNsl NAaKeTaMy,
BbI3bIiBas MeperpysKy CeTM U NOTEPIO AaHHbIX, TAK KaK MEXaHM3MA 'MPUTOPMO3UTbL'' He

cylulecTsyer.

e 4. HeT ycTaHOB/NEHUA COeANHEHMNA. ITO 3HAYUT, YTO HET BCTPOEHHOM 3aLLMTbI OT
noamMeHbl oTnpasuTens (cnypuHra) v Bbillie PUCK MONYYEHUA HEXeNaTeNbHOro TpaduKa.

e 5. HagerKHOCTb N10XKMUTCA Ha npunoxeHmne. Bce npobnemsbl, Kotopble TCP pewaet Ha
YPOBHE NPOTOKOAa (YnopAaaoumMBaHme, LEeSIOCTHOCTb NOTOKa, YyrpaBaeHne NOTOKOM), B
cnyydae ¢ UDP nonKHbl peann3oBbiBaTb CaMuM NMPOrpPammMmCTbl B KOAe CBOEro
NPUIOXKEHMUA, ecan 3TO Heobxoanmo.
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3aronosok UDP

3aronosok UDP

16 DMTHHIA NOPT UCTOYHUKA 16 BUTHLIA NOPT NonMy4yarens

16 buTHan npoBepKa

16 DuTHEIA UDP 3aronoBok cymme UDP
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CnyxebHble nopTbl UDP

I v I I
Mopt Mopt Mopt Mopt
TCP 53 TCP 23 UPD 69 UPD 161
A

\ 4
MpoTokon MpoTokon
TCP UPD

MpoTokon
P
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[lpaKkTM4eckaa Yactb(UDP

* Topology Summary
ATM switch

Node Console
= & as
4=

€ 1 teinet localhost:
& R2 teinet localhost:

Cloud
&P Ethemet hub

@ Ethemet switch

Servess Summary
» &3 whitakker CPU 29.5

Rurring GNS3 version 2.2,
Copyright {¢] 2006-2025 G
Use Help -> GNS3 Doctor to detect common ssues.
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SERVER#conf t
nter configuration commands, one per line. End with CNTL/Z.

SERVER (config) #ntp master 1

SERVER (config) #ntp source fa0/0

CLIENT#conf t

Enter configuration commands, one per line. End with CNTL/Z.

CLIENT (config) #ntp server 192.168.1.1

CLIENT (confiqg) #ntp source fa0/0

CLIENT (configqg) #exit

CLIENT#wr mem

*Mar 1 00:07:50.015: $5Y5-5-CONFIG I: Configured from console by console
CLIENT#wr mem

Building configuration...

[CK]

CLIENT#show ntp status

Clock is synchronized, stratum 2, reference is 192.168.1.1

nominal freq is 250.0000 Hz, actual freq is 249.9999 Hz, precision is 2**18
reference time is C02944DF.08423A3D (00:07:59.032 UTC Fri Mar 1 2002)
clock offset is 17.9669 msec, root delay is 28.05 msec

root dispersion is 27.34 msec, peer dispersion is 9.35 msec
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E IS CEIREREUVERISEIVNE

*» Frame B: 98 bytes on wire (728 bits), 98 bytes captured (728 bits) on interface -, id @
% Internet Protocol Version 4, Src: 192.168.1.2, Dst: 182.168.1.1

e1ee .... = Version: 4

... B181 = Header Length: 28 bytes (5)

Differentiated Services Field: @xc® (DSCP: CS6, ECN: Mot-ECT)

Total Length: 76

Identification: exeeaa (@)

epa. .... = Flags: Bx@

...0 POGRE GEeE e@E@ = Fragment Offset: @

Time to Live: 2

Protocol: UDP (17)

Header ChE:E;:m: 8x378d [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.1.2

Destination Address: 192.168.1.1
» User Datagram Protocol, Src Port: 123, Dst Port: 123
» Metwork Time Protocol (NTP Version 3, client)
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TCP vs UDP

Kpurepwii

OcHOBHAA KOHUENLWMA

YcranoeneHwe COEQMHEHWA

HapéwHocmb

¥Ynopapgouneanne

¥npaenenwe notokom (Flow
Control)

TCP (Transmission Control
Protocol)

Hagéxnpii, opreHTMpoBaHHBIA
Ha COSAMHEHHNE MPOTOKOA.
[apaHTMpyeT gocTaBKy,
LEADCTHOCTE W NOPAACK AaHHBDL

Tpebyerca (3-arannoe
pyxonoxatne: SYN, SYN-ACK,

ACK). Cospaét sMpTyansHeld

KaHan.

Buicokas. Mononssyet
nogTEepxacHuA (ACK],
NOBTOPHLIE NEPEAAYM
(Retransmission) v KoHTpOABHLIE
CyMMEl. [apaHTUpyeT, UTo AaHHEIE
ACHAYT LEABIMKW W B NPAEMABHOM

NOpAAKE.

la. MicnoabsyeT nopagxossie
nomepa (Sequence Numbers),
yrobel cobupaTs BalTsl Ha
CTOPOHE MOMYYETENA B MCOOAHOM

NOpAAKE.

Aa. McnoabsyeT mexaHnsm
cxons3awero okHa (Sliding
Window). Moayyarens ykazuieaet
pazmep okHa (Window Size),

yTobE OTNpaEMTEND HE

neperpy*an ero Gydep.

UDP (User Datagram
Protocol)

BricTpbiid, e Tpebyrowmii
coeanHeHWA npoTokon. PaboTtaer
Mo NPUHLMIY €0TNPAEWMA W

33Bbin® Ge3 rapaHTHiA.

He Tpebyetea. Kaxpmi naket
(aararpamma) oTnpacsnreTcA

HES3ABEMCHMO.

Huzkan/OtcyTeteyer. Her

NOATEEPHAEHUHA, NOETOPHBIX
Nepeagy WKW rAPaHTMHA JOCTEEKH.
[NakeTsl MoryT BaITe NoTEPAHE,

NpogyGAMpOBaHB WAW NPHATH He

No NoPAAKY.

Het. He umeet Bctpoertoro
MEXaHWIMa YNOpPAACHMESHWA.
MpHRoHEHWE JOCKHO CAMO
obpabaThlEaTs NOPAADK, BCAKN 3TO

BaMCHO.

Het. OtnpaewTent mMoxeT
MOCLINATE AaHHEIE C NGB0

CKOpOCTBID, PUCKYA MEPENOAHWTE

Bydep nonyuatens.

¥npaBAeHWe NEPErpY3K0i

(Congestion Control)

3aronosoK

CKopOoCTE K 3aaep®Ka

Mepegadya AaHHBIX

Twn CBA3W

KoHTpOABHEA CymmMa

JAa. CroxHbie anropwtum (TCP
Renao, CUBIC) anr
AMHAMWYECKOTD CHUXKEHWA
CKOPOCTIA NP OBHAPYXKEHHH

NEPErPy3KK B CETH.

Bonbwoi n cnosHsd (ot 20 go
60 6aiT). COgEpHRMT MHOMKECTED
noAed AnA yNpasneHra
coeguHEHWEM (Homepa, daarm,

OKHO W T.A.).

OTHOCUTEABHO MEANEHHEE,
BbillE 38AEpMKaA (NATEHTHOCTL).
3aTpathl Ha YCTAHOBAEHUE
COEAMHEHWA, NOATEEDMIEHWA,

YTIOPAAOYHESHWE W YNPAENEHWE.

Norok GaiToe (byte-stream). He
COXPAHAET IPaHWLB COOBLEHWH.
MPHACHKEHWE CEMO JODKHO WX

CnpegenaTb.

Tonbko ToUKa-TOUKA (unicast).

O6r3zarensHa. NpoeepReT
WEACCTHOCTE SaraAoeKa 1

AAHHLIN.

Het. MomeT yoyryBaaTh
MNeperpysKy, T3k Kk HE CHWMAaeT
CKOpPOCTE NEPEAZUN NPW NoTEpe

NakKeETOE.

MEanEHBWA 1 HUKCUPOBAHHBIH
(8 6aiit). Tonsko NOpTH, 4AMHE K
KOHTpONEHAA CyMma. Huskme
HEKAZQHEIE PACK0EL.

OyeHb GLICTPLIA, MPHWMARLHAR
sapepaka. OTcyTCTEMEe
HaKNaJHbIX pPaIoA0E Ha
YyMpaEAeHWe AenaeT erd
MAeanbHbEIM AN PEaNbHOT o
BDEMEHMH.

JAatarpammel (message-
oriented). CoXpaHRET rpaHnLbL
CODBLWEHMA. Kaxgan
OTNPaEAEHHAR JaTarpammMa
NPWBLIBAET KAK OTAEAEHDE

CoO0BLEeHHE.

MNogaeprreacT unicast,
multicast (mHoroagpecHyo) u
broadcast
(luMpoxoBewEaTEABHYH)
PACCHUAKY.

Heo6azarensHa (MoxeT BoiTh
pasHa 0).
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3aK/IKo4YeHme
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